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Introduction 
 
New technologies have become integral to the lives of children and young people in today's 
society, both within schools and in their lives outside school.  These technologies can stimulate 
discussion, promote creativity and make learning more effective.  They also bring opportunities for 
staff to make learning more engaging and data management more efficient.  However, the school 
is aware that improper use of these systems could expose both the school and the user to 
potential legal liability.  The school will endeavour to ensure that staff and volunteers have good 
access to ICT to enhance their work and the learning opportunities for pupils in their care.  In 
return the school expects staff and volunteers to agree to be responsible users of ICT.  
  

This Acceptable Use Policy is intended to ensure that: 
• staff and volunteers will be responsible users of ICT and stay safe while using the internet 

and other communication technologies for educational, personal and recreational use; 
• school ICT systems and users are protected from accidental or deliberate misuse that could 

put the security of the systems and users at risk; 
• staff are protected from potential risk in their use of ICT in their everyday work. 

  

For my professional and personal safety I understand that: 
• the school may monitor my use of the ICT systems, email and other digital communications; 
• the rules set out in this agreement also apply to use of school ICT systems (e.g. laptops, 

email, the Swansea-Edunet Learning Platform) outside the school and technologies owned 
by pupils and staff, but brought onto school premises (such as laptops, mobile phones, 
camera phones, PDAs and portable media players etc). 

  

Passwords 
• always use your own personal passwords to access computer based services; 
• make sure you enter your personal passwords each time you logon.  Do not include 

passwords in any automated logon procedures; 
• change your password whenever there is any indication of possible system or password 

compromise; 
• do not record your passwords or encryption keys on paper or in an unprotected file; 
• only disclose your personal password to authorised ICT support staff when necessary, and 

never to anyone else; 
• ensure that all personal passwords that have been disclosed are changed once the 

requirement is finished; 
• make sure that logged-on workstations are not left unattended. 

  

Remote Access 
• only use equipment with an appropriate level of security for remote access; 
• to prevent unauthorised access to school systems, do not disclose your username and 

password to anyone; 
• select passwords that are not easily guessed e.g. do not use your house or telephone 

number or choose consecutive or repeated numbers; 
• avoid writing down or otherwise recording any network access information.  Any such 

information that is written down must be kept in a secure place and disguised so that no 
other person will be able to identify what it is; 

• protect school information and data at all times, including any printed material produced 
while using the remote access facility. Take particular care when access is from a non-
school environment. 
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Storing/Transferring Personal, Sensitive, Confidential or Classified Information Using 
Removable Media 
 
The preferred method of storage is secure online storage. Staff are discouraged from using 
portable storage devices. However, when they are used - 
 

• ensure removable media is purchased with built-in encryption systems; 
• store all removable media securely; 
• securely dispose of removable media that may hold personal data; 
• encrypt all files containing personal, sensitive, confidential or classified data; 
• ensure hard drives from machines no longer in service are removed and stored securely or 

wiped clean. 
  

Safe Use of Images 
• For advice see : Guidance for Schools on Safe Use of Images.   
• https://ico.org.uk/your-data-matters/schools/photos/ 

  

School ICT Equipment 
• as a user of ICT, you are responsible for any activity undertaken on the school's ICT 

equipment provided to you; 
• ensure that all ICT equipment that you use is kept physically secure; 
• it is imperative that you save your data on a frequent basis to the school's network 

drive.  You are responsible for the backup and restoration of any of your data that is not 
held on the school's network drive; 

• personal or sensitive data should not be stored on the local drives of desktop PCs.  If it is 
necessary to do so the the local drive must be encrypted; 

• privately owned ICT equipment should not be used on a school network; 
• on termination of employment, resignation or transfer, return all ICT equipment to your 

manager.  You must also provide details of all your system logons so that they can be 
disabled; 

• It is your responsibility to ensure that any information accessed from your own PC or 
removable media equipment is kept secure and that no personal, sensitive, confidential or 
classified information is disclosed to any unauthorised person. 

  

Mobile Technologies 
Many emerging technologies offer new opportunities for teaching and learning including a move 
towards personalised learning and 1:1 device ownership for children and young people.  Many 
existing mobile technologies such as portable media players, PDAs, gaming devices, mobile and 
smart phones are familiar to children outside of school too.  Emerging technologies will be 
examined for educational benefit and the risk assessed before their use in school is allowed.  Our 
school chooses to manage the use of these devices in the following ways so that users exploit 
them appropriately. 
  

Personal Mobile Devices (including phones) 
The school allows staff to bring in personal mobile phones and devices for their own use.  Under 
no circumstances does the school allow a member of staff to contact a pupil or parent/carer using 
their own personal device. 
  
This technology may be used however for educational purposes, as mutually agreed with the 
Headteacher.  The school is not responsible for the loss, damage or theft of any personal mobile 
device. 
  
 
 
 

https://ico.org.uk/your-data-matters/schools/photos/


   

Policies Acceptable Use of ICT and Online Safety Policy 

Updated May 2023 

 

The sending of inappropriate text messages between any members of the school community is not 
allowed. 
  
Permission must be sought before any images or sound recordings are made on these devices of 
any member of the school community. 
  
Users bringing personal devices into school must ensure there is no inappropriate or illegal 
content on the device. 
  
All staff must ensure that these devices are never used while they are working with or supervising 
pupils (i.e. while on duty, working within class or a group). 
  

School Provided Mobile Devices (including phones) 
The sending of inappropriate text messages between any members of the school community is not 
allowed. 
  
Permission must be sought before any images or sound recordings are made on the devices of 
any member of the school community. 
  
Where the school provides mobile technologies such as phones, laptops and PDAs for offsite 
visits and trips, only these devices should be used. 
  
Where the school provides a laptop for staff, only this device may be sued top conduct school 
business outside of school. 
  

Guidance for staff on the use of Social Networks & Blogs 
Social networking sites (e.g. Facebook, Instagram etc) and blogging sites (e.g. Blogger, Twitter) 
are a way of life for may young people and adults.  However, adults working with children should 
review their use of social networks as they take on professional responsibilities.  Once published 
online, information such as photographs and blogs are almost impossible to control. Some adults 
have been "caught out" by posting comments or remarks about work or colleagues.  It is advised 
that you make no reference to your school life on these sites to avoid bringing the school into 
disrepute.  If the school or any member of our community is placed in a difficult or upsetting 
situation then disciplinary action will be taken.  The school will have no choice but to follow our 
Disciplinary Procedures Policy. 
  

 
 
This policy will be reviewed and updated when required. 
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Policy Evaluation and Review 
 

This policy will be reviewed and updated when required. 
During these reviews 
consideration will be given to: 

 
- the value of the policy and practice to staff 
- how far it has achieved its stated aims 
 
 

The SLMT will be responsible for conducting the dialogue with colleagues that will be essential for 
policy review. 
 
Reviewed – May 2023 
 
his policy has been reviewed in line with the UNICEF rights of the child 
Articles relating to this policy: 
 

• Article 28 Right to an Education. 
• Article 19 Right to be safe. 
• Article 14 Right to follow your own religion. 
• Article 29 Right to be the best that we can be. 
• Article 31 Right to relax and play. 

 
 
 
 

               
____________________     ____________________ 
 
Headteacher       Chair of Governors 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 


